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Source: http://www.troyhunt.com/2016/02/controlling-vehicle-features-of-nissan.html
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GET
https://[redacted].com/orchestration_1111/gdc/BatteryStatusRecordsRe
guest.php?RegionCode=NE&Ig=no-
NO&DCMID=&VIN=SINFAAZEOUGB0XXXXX&tz=Europe/Paris&TimeFr
om=2014-09-27T09:15:21



status: 200,
message: "success",
- BatteryStatusRecords: {
OperationResult: "START",
OperationDateAndTime: "jan 21,2016 21:47",
- BatteryStatus: {
BatteryChargingStatus: "NORMAL CHARGING",
BatteryCapacity: "12",
BatteryRemainingAmount: "12",
BatteryRemainingAmountWH: "",
BatteryRemainingAmountkWH: ""
}s
PluginState: "CONNECTED",
CruisingRangeAcOn: "135664.0",
CruisingRangeAcOff: "157904.0",
NotificationDateAndTime: "2016/01/21 20:47",

TargetDate: "2016/01/21 20:47"



GET
https://[redacted].com/orchestration_1111/gdc/BatteryStatusRecordsRe
guest.php?RegionCode=NE&Ig=no-
NO&DCMID=&VIN=SINFAAZEOUG0 &tz=Europe/Paris&TimeFr
om=2014-09-27T09:15:21



He could retrieve data and control the AC of his car
without the app

Source: https://lyoutu.be/Nt33m7G_42Q




http://1drv.ms/1xNOWV7
http://bit.ly/Wn2Xdz
https://goo.gl/Ir2vAQ

Source: https://freedom-to-tinker.com/blog/vitaly/gone-in-six-characters-short-urls-considered-harmful-for-cloud-services/
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This topic is HUGE

Doing this from my experiences...



Common terminology

Learn something about the threats

Demos of tools

Explain the risks to stake holders

Where to go next



Small companies don’t have $SS to spend on all
the latest tools, like BurpSuite, etc.

There are excellent tools.

The tools don’t replace thinking.



"security, just like disaster recovery, is a lifestyle,
not a checklist"

This is not a black and white problem

Source: https://news.ycombinator.com/item?id=11323849
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manual, burp
burp

token / nonce present?

token predictable?

manual, burp, zap

manual, firefox plugins

manual, browser plugins, burp, zap

manual

session fixation attack

CSRF

sessionids at home page, pre-login and post-login
logout and create/edit the cookie and try acessing the pages

check for caching issues

check for char blacklist - < >/

manual
manual
manual

< > not required html tag like input

input reflected in
< > required

htmi page body
manual

manual

manual

check for output encoding

xss in url parameters

xss in input fileds

check for input validation
check for input sanitisation

check for presence of server side validation

check for char blacklist - ' " ; --

manual

code review parameterised queries

manual, burp use different encoding and test

manual, burp url encoding, base64 encoding
BSQL Hacker
Blind SQLInjection
BSQL brute forcer V2
Refer software page sqlmapgui/sqimap
Tools
sqlninja

burp - X-Forward field in header header injection

v1.1[2012 Nov

Web Application
Testin

SQL Injection

burp
xml injection

WsDigger
burp

burp

burp

burp extract comments

Idap injection

xpath injection

http splitting
command injection

crif injection

© Aman Hardikar

@

Other
Injection
Techniques

seach comments

manual
recx plugin examine headers set by application
burp

MAC enabled

burp = any sensitive information passed? - encrypted

manual is application redirecting to any URL in the parameter?
manual lacking out user accounts
burp storing of too much data

add a proxy to redirect the request via the proxy (burp / zap) ~ soapUl

wsdl exposed to public? S04

interact and create requests  ~ poster plugin
WSDigger
Refer WS-Attacks.org

manual gives different error for either case
burp, JSON View plugin

burp

contact forms

HTTP Headers

ViewState

URL redirects

dos testing

webservices and ajax testing

valid email enumeration through forms
json / js hijacking

content caching enabled or disabled [headers]

spoofing / impersonation

video/media forward/share mail
manual, burp
manual, burp identify all entry points - file upload fields
manual - is file upload blacklist comprehensive?
database
filesystem outside root directory where is it stored?

filesystem under the root directory

use of eval

filesystem related

manual guessable upload path

Configuration
Review

Application
Study

Authentication
&
Authorization
Testing

Source: http://www.amanhardikar.com/mindmaps/webapptest.html

Renegotiation Support
Vulnerable to BEAST
[ expired certificate
self signed certificate
wild card certificate
SSLAudit - |Refer software page
httprint

server fingerprinting

ip address leaks ncat, burp, zap, hoppy, nikte

is proxy present? burp - headers

analyze robots.txt manual
manual, firebug plugin
login forms
autocomplete enabled
registration forms
password recovery forms

Oracle Padding padbuster, check_patch.pl

Identify technologies used wappalyzer plugin

Identify GETs
Identify POSTs
Identify parameters in GETs and POSTs

burp, zap
burp, zap
burp, zap

Check if actual objectIDs, sessionlDs are passed in GET requests burp, zap

Replace the methods and N
check if the application accepts the request RED

search boxes = manual/burp / zap

login fields = manual

Identify all inputs
register fields manual

is cvv in clear text burp, zap

payment processing

how are details sent? clear or encrypted burp, zap

client-side validation manual, burp, zap

identify critical components and possible ways they can be subverted = manual burp, zap

identify hidden fields and their purpose

manual, burp, zap

passing of credentials in a secure way burp, zap

foca, exiftool, metagoofil
gather usernames
maltego, netglub
user enumeration
. ) . manual
responding differently based on input (valid / invalid)
login and password recovery forms
guessable username
length
complexity
expiration
history
default passwords
recovery process
what is asked to confirm the user
forgot password methodology is password sent in clear text to user
how is password sent - email or reset url
password controls is it generated by the app
how is it sent to the user? email or temporary link
initial password
are users forced to change it on first login
is the app allowing use of it multiple times
based on username
blacklist present - how strong is ‘Password123' or ‘Companyl”?
need for mutlifactor authentication
old password required to change
need for mutlifactor authentication
temporary

lockout
permanent - high risk of DOS
manual
captcha present? forgot password / password recovery forms

prevent automation




This is a practical / experience talk.

These are the tools | use on a daily(ish) basis
when I'm testing software.

Your mileage may vary.



The Tools

STRIDE (identification)
DREAD (classification)

OWASP Top 10 (attack vectors)
Wireshark / tcpdump (network analysis)
OWASP ZAP (application analysis)
MS Threat Modeling (communication)



STRIDE




Spoofing Authentication
Tampering Integrity

Repudiation Non-Repudiation

Information disclosure  Confidentiality

Denial of service Availability

Elevation of privilege Authorization

Source:c https://www.owasp.org/index.php/Application_Threat _Modeling



DREAD

Source: https://msdn.microsoft.com/en-us/library/aa302419.aspx




Developer point of view....

DREAD Ratin Rationale
Parameter g

Damage An attacker could read and alter data in the
Potential product database.

Reproducibility 10 Can reproduce every time.

Exploitability Easily exploitable by automated tools found on
the Internet.

Affected Users Affects critical administrative users

Discoverability Affected page “admin.aspx” easily guessed by an
attacker.

Overall Rating 3.8

Source: https://msdn.microsoft.com/en-us/magazine/ee336031.aspx




Tester point of view...

DREAD Ratin
Parameter g

Damage
Potential

Reproducibility 10

Exploitability 10

Rationale

An attacker could read and alter data in the
product database.

Can reproduce every time.

Easily exploitable by automated tools found on
the Internet.

Affected Users 10

Discoverability 10

Overall Rating 10

Affects critical administrative users

Affected page “admin.aspx” easily guessed by an
attacker.

Source: https://msdn.microsoft.com/en-us/magazine/ee336031.aspx




Threat
Agents

X
R

Source:

Attack
Vectors

Attack

Attack

STRIDE / DREAD

Security
Weaknesses

Weakness

Weakness

Weakness

Weakness

Security
Controls

Control

Control

Control

Technical
Impacts

Function

Business
Impacts
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OWASP Top 10

Threat Attack Security Security Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts

Attack Weakness Control

% Attack Weakness Control

Function

Weakness

Weakness Control

Source:
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OWASP TOP 10

Al: Injection http://example.com/app/accountView?id="

A2: Broken Authentication and http://example.com/sale/saleitems?sessioni
Session Management d=268544541&dest=Hawaii

A3: Cross Site Scripting (XSS) <script>alert(‘test);</script>

A4: Insecure Direct Object http://example.com/app/accountinfo?acct=
References notmyacct

Default admin account enabled; directories

A5: Security Misconfiguration  shown on site;
Stack traces shown to users;

Source: https://www.owasp.org/index.php/Top_10 2013-Top_10




OWASP TOP 10

SSL not being used

A6: Sensitive Data Exposure Heartbleed
Bad programming (Obamacare)

A7: Missing Function Level Access areas where you shouldn’t be able
Access Control to access

<img
src="http://example.com/app/transferFunds
?amount=1500&destinationAccount=attack
ersAcct#" width="0" height="0" />

A8: Cross-Site Request Forgery

o Not patching your 3 party sh*t
known vulnerability

http://WWW.example.com/redlrect.JSp?urI:ev
forwards il.com

Source: https://www.owasp.org/index.php/Top_10 2013-Top_ 10




Vulnerability

Al: Injection SQLMap or ZAP

A2: Broken Authentication and Session
Management

A3: Cross Site Scripting (XSS) ZAP

ZAP

A4: Insecure Direct Object References ZAP

A5: Security Misconfiguration OpenVAS
A6: Sensitive Data Exposure Your brain...
A7: Missing Function Level Access Control OpenVAS
A8: Cross-Site Request Forgery ZAP

A9: Using Components with known vulnerability = OpenVAS

A10: Unvalidated redirects and forwards ZAP




Demos: Setup

Virtualbox running “OWASP Broken Web Apps”

This VM has LOTS of broken web applications
that are designed to learn from.



What is Wireshark

Network packet / protocol analysis tool

Allows users to capture network traffic from any
interface, like Ethernet, Wifi, Bluetooth, USB, etc

| WIRESHARK |




Outgoing E-mail Frame

Destination Destination

MAC Address IP Address

IP Address

Destination
TSP Port

TCFP Fort

2ME5938

477 1 F' M ey
[T I = ¥

IF address
of default gz Ui A0 address ofthe SMTP
router's interfz server at
YOUT mom 's
ISP

Source: http://www.aboutdebian.com/mailfram.gif

IP address
of your PC

Standard
port number
for SMTP




Why use Wireshark?

It is a great tool to debug your environment

Help to examine potential security problems

| WIRESHARK |




Source:

Wireshark:

Look at red/yellow lines between systems

Attack Security Security Technical
Vectors Weaknesses Controls Impacts

Attack Weakness Control

Attack Weakness Control

Function

Weakness

Weakness

Business
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Wireshark Demo

* | EXpression...

+

8835
8836
8a37
8238
8239
ga4de
8a41
8a42
8243
8244
8045
8a46

SAaAT
Frame

Ethernet II, Src: Apple_e@:c2:4b (7c:dl:c3:e@:c2:4b), Dst:

Time

2319.212982
2319.213826
2319.213848
2319.213855
2319.213148
2319. 216849
2319. 216853
2319.216183
2319.216147
2319.222048
2319. 250826
2319.250912

J33A10_FIEITEC

Source
172.217.4.78
172.217.4.78
192.168.2.19
192.168.2.19
192.168.2.19
199.27.76.134
199.27.76.134
199.27.76.134
192.168.2.19
192.168.2.19
104.16.21.35
192.168.2.19

i e e T 1= e O W

Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 49779 (49779), Dst Port: 8@ (88), Seq: 1, Ack: 1, Len: 1412

192.168.2.19, Dst:

Destination
192.168.2.19
192.168.2.19
172.217.4.78
172.217.4.78
172.217.4.78
192.168.2.19
192.168.2.19
192.168.2.19
199.27.76.134
104.16.21.35
192.168.2.19
104.16.21.35

AAA_1E 1 TE

Protocol
TCP
TCP
TCP
TCP
TCP
TCP
TCP
HTTP
TCP
TCP
TCP
TCP

TirD

1: 1478 bytes on wire (11824 bits), 1478 bytes captured (11824 bits)

Tdeass]|.
AN
cea5.PLT
|l{{lhto
.« GET /]
le?comma
esale_11i
vent_id=
4D1B645E

.« oK..E.
R .
ceeeaTeX
son/resa
nd=get_r
stings&e
10684F72
&locatio

Length
1484
1461

66
66
66
66
66

66
78
66
54

Info

88 - 50132
88 - 58132
58132 - B@
58132 - B@

[ACK]
[PSH,
[ACK]

80 - 508129 [ACK]
80 - 50128 [ACK]
HTTP/1.1 200 OK
58128 - 88 [ACK]
58136 - 8@ [SYN]
88 - 58136 [SYN,
50136 - B8 [ACK]

Seq=8509 Ack=372 Win=43648 Len..
ACK] S5eq=9927 Ack=372 Win=4364...
Seq=372 Ack=9927 Win=128224 Le..

[ACK] Seq=372 Ack=11322 Win=126816 L.

[TCP Window Update] 58132 - 88 [ACK] Segq=372 Ac..

Seq=1 Ack=434 Win=38208 Len=@ ..
Seq=1 Ack=434 Win=38208 Len=@ ..

(application/javascript)

Seq=434 Ack=1355 Win=1311e4 Le..
S5eq=8 Win=65535 Len=8 M55=1468..

ACK]
S5eg=1 Ack=1 Win=262144 Len=08

[TrD _conmont af = srosccomblad DMDlll

Sagemcom_f1:a6:73 (54:64:d9:f1:26:73)
172.229.234.3

Seq=0 Ack=1 Win=292@8 Len..

Packets: 11216 - Displayed: 11216 {100.0%) - Load time: 0:0.225 Profile: Default




Source:

TCPDump:

Look at red/yellow lines between systems

Attack Security Security Technical
Vectors Weaknesses Controls Impacts

Attack Weakness Control

Attack Weakness Control

Function

Weakness

Weakness

Business
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Why use tcpdump?

Use this when you can’t use Wireshark

Great for servers



Example

tcpdump -Inni ethO \
-w dump -s 65535 host web01 \ and port 80



.939319
.878824
.900948
.901150
.939916
.960504
.960620
.874424
.897871
.897959
.911642
.932151
.932216
.875477
. 898075
.898152
.873468
.893900
.893003
.878400
.900643
.900719
.874656
.896829
.896899
.699057
.743791
. 743892

TCPDump Demo

tcpdump

192.168.2.19.50480 > yyz@8s09-in-f14.
192.168.2.19.50480 > yyz08s09-in-f14.
yyz08s09-in-f14.1e100.net.http > 192.
192.168.2.19.50480 > yyz@8s09-in-f14.
192.168.2.19.50480 > yyz@8s09-in-f14.
yyz@8s@9-in-f14.1el00.net.http > 192.
192.168.2.19.50480 > yyz08s09-in-f14.
192.168.2.19.50480 > yyz@8s09-in-f14.
yyz08s09-in-f14.1e100.net.http > 192.
192.168.2.19.50480 > yyz@8s09-in-f14.
192.168.2.19.50480 > yyz@08s09-in-f14.
yyz08s09-in-f14.1e100.net.http > 192.
192.168.2.19.50480 > yyz@8s89-in-f14.
192.168.2.19.50480 > yyz@08s09-in-f14.
yyz@8s09-in-f14.1el100.net.http > 192.
192.168.2.19.50480 > yyz@8s09-in-f14.
192.168.2.19.50480 > yyz@8s09-in-f14.
yyz08s09-in-f14.1e100.net.http > 192.
192.168.2.19.50480 > yyz@08s09-in-f14.
192.168.2.19.50480 > yyz@08s89-in-f14.
yyz0B8s09-in-f14.1e100.net.http > 192.
192.168.2.19.50480 > yyz08s09-in-f14.
192.168.2.19.50480 > yyz@8s09-in-f14.
yyz08s09-in-f14.1e180.net.http > 182.
192.168.2.19.50480 > yyz@8s09-in-f14.
192.168.2.19.50480 > yyz@8s09-in-f14.
yyz08s09-in-f14.1e100.net.http > 192.
102.168.2.19.50480 > yyz@8s09-in-f14.

"

1lel00.
1e100.
168.2.
1e100.
1e100.
168.2.
1lel00.
1el00.
168.2.
lel00.
1le100.
168.2.
1e100.
1le100.
168.2.
1lel0@0.
1e100.
168.2.
1lel00.
1lel00.
168.2.
1le100.
lel00.
168.2.
1el00.
1le100.
168.2.
1e100.

net.http:
net.http:
19.50480:
net.http:
net.http:
15.50480:
net.http:
net.http:
19.50480:
net.http:
net.http:
19.50480:
net.http:
net.http:
19.50480:
net.http:
net.http:
159.50480:
net.http:
net.http:
19.50480:
net.http:
net.http:
19.50480:
net.http:
net.http:
19.50480:
net.http:

bash

[.], ack 7721, win 4883, options [nop,nop,TS val 681865139 ecr 587748324], length 0

[P.], seq 22208:23319, ack 7721, win 4096, options [nop,nop,TS val 681867073 ecr 587740324], length 1111
seq 7721:8107, ack 23319, win 1653, options [nop,nop,TS val 587742286 ecr 681867073], length 386

[.], ack 8107, win 4083, options [nop,nop,TS val 681867094 ecr 587742286], length @

[P.], seq 23319:24430, ack 8107, win 4896, options [nop,nop,TS val 681878073 ecr 587742286], length 1111

[P.], seq 8107:8493, ack 24430, win 1653, options [nop,nop,TS val 587753345 ecr 681878073], length 386

[.], ack 8493, win 4083, options [nop,nop,TS val 681878093 ecr 587753345], length @

[P.], seq 24430:25541, ack 8493, win 4096, options [nop,nop,TS val 681879998 ecr 587753345], length 1111

[P.], seq 8493:8879, ack 25541, win 1653, options [nop,nop,TS val 587755281 ecr 681879998], length 386

[.], ack 8879, win 4083, options [nop,nop,TS val 681880021 ecr 587755281], length @

[P.], seq 25541:26652, ack 8879, win 4096, options [nop,nop,TS val 681891017 ecr 587755281], length 1111

[P.], seq 8879:9265, ack 26652, win 1653, options [nop,nop,TS val 587766317 ecr 681891017], length 386

[.], ack 9265, win 4883, options [nop,nop,TS val 681891037 ecr 587766317], length @

[P.], seq 26652:27762, ack 9265, win 4896, options [nop,nop,TS val 681892975 ecr 587766317], length 11180

[P.], seq 9265:9651, ack 27762, win 1653, options [nop,nop,TS val 587768283 ecr 681892975], length 386

[.], ack 9651, win 4083, options [nop,nop,TS val 681892997 ecr 587768283], length @

[P.], seq 27762:28873, ack 9651, win 40896, options [nop,nop,TS val 681894862 ecr 587768283], length 1111

[P.], seq 9651:10037, ack 28873, win 1653, options [nop,nop,TS val 587770279 ecr 681894962], length 386

[.], ack 10837, win 4883, options [nop,nop,TS val 681894981 ecr 587770279], length @

[P.], seq 28873:29983, ack 10037, win 4096, options [nop,nop,TS val 681896946 ecr 587770279], length 1110

[P.], seq 10037:10423, ack 29983, win 1653, options [nop,nop,TS val 587772286 ecr 681896946], length 386

[.], ack 10423, win 4083, options [nop,nop,TS val 681896968 ecr 587772286], length @

[P.], seq 29983:31093, ack 10423, win 4096, options [nop,nop,TS val 681898935 ecr 587772286], length 1110

[P.], seq 10423:10809, ack 31093, win 1653, options [nop,nop,TS val 587774282 ecr 681898935], length 386

[.], ack 10889, win 4083, options [nop,nop,TS val 681898957 ecr 587774282], length @

[P.], seq 31093:32220, ack 10809, win 4096, options [nop,nop,TS val 681909726 ecr 587774282], length 1127

[P.], seq 10809:11648, ack 32220, win 1653, options [nop,nop,TS val 587785129 ecr 681989726], length 8389

[.], ack 11648, win 4069, options [nop,nop,TS val 681809768 ecr 587785129], length @



What is OWASP ZAP?

Find security vulnerabilities in your web
applications

Can be used both manually and in an automated
manner



Why use ZAP?

Can be used to find many of the top 10 exploits

Can be quick integrated into you manual or
automated workflow

Can be used in active or passive mode



OWASP ZAP

Threat Attack Security Security Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts

Attack Weakness Control

% Attack Weakness Control

Function

Weakness

Weakness Control

Source:
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Using ZAP manually

You
Your browser

@

Target

application
e
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Using ZAP manually

You
Your browser
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OWASP ZAP Demo

o0 ® Untitled Session - 20160423-075811 - OWASP ZAP 2.4.3
StandardMode 4| (1| @ m|g[&| | JdX= B E 8 EHE @ (&7 @ %= B e
m - » Quick Start = Request = Response +

@ HE= Header: Text | = Body: Text | B @

¥ Contexts HTTP/1.1 2@@ OK

[&] Default Context Date: Thu, 87 Apr 2816 21:53:15 GMT
@ P sites Server: Apache-Coyote/1.1
/¥ hup://192.168.56.102 Content-Type: text/html

Content-Length: 3189
COgEl Set-Cookie: JSESSIONID=D3E76CE81A3F36D23FD2BBAD4BBDD2FC; Path=/
GET:favicon.ico

Via: 1.1 127.8.1.1
Vary: Accept-Encoding
Keep-Alive: timeout=15, max=1@8@

</head=>
<body=

=center=

<td align="center" co
=H1=The BodgeIt Store-
<table width="188%" c
<tr BGCOLOR=#C3D9FF=

A . B T IR T TR TR T VO 1 TR S SR S U |

= History =, Search E’ﬁlﬁﬂi & Output A Active Scan e

® @ Cookie set without HttpOnly flag
URL: http://192.168.56.102 /bodgeit/home.js
Alerts (5) p:// ! geit/ J5p
fu X-Frame-Options Header Not Set (20) R'Sk:_ ~ LO_W
™ Cookie set without HttpOnly flag (5) Confidence: Medium
P Password Autocomplete in browser (2) lI:\a.ram”ll:.'tt-‘:r. JSESSIONID=D3E76CES1A3F36D23FD2BB4D4BEDD2FC; Path=/
A ttack:
' Web Browser XS5 Protection Mot Enabled (20)
: . __ Evidence: JSESSIONID=D3E76CES1A3F36D23FD2BB4D4BEDD2FC; Path=/
[ X-Content-Type-0Options Header Missing (20)
CWE ID: 0
WASC |D: 13

Description:

A cookie has been set without the HttpOnly flag, which means that the cookie can be accessed by JavaScript. If a malicious script can be
run on this page then the cookie will be accessible and can be transmitted to another site. If this is a session cookie then session
hijacking may be possible.

Other Info:

Alerts W0 1 U4 RO Current Scans 460 &0 2 0 @0 %0 0 %0




What is SQLMap?

SQL injection tool

Takes a lot of the exploits available and
automates them
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SQLMap Demo

1.0.4. d#dev

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsib
ility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse o
r damage caused by this program

[*] starting at 21:26:32

[21:26:32] [INFO] resuming back-end DBMS 'mysgl'
[21:26:32] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: ss_id (GET)
Type: boolean-based blind
Title: AND boolean-based blind — WHERE or HAVING clause
Payload: ss_id=1 AND 3514=3514

T (T

Type: error-based
Title: MySQL == 5.8 AND error-based — WHERE, HAVING, ORDER BY or GROUP BY clause
Payload: ss_id=1 AND (SELECT 5598 FROM(SELECT COUNT (=) ,CONCAT(@x717a767871, (SELECT (ELT(5598=559@,1))),0x716b707a71, FLOOR(RAND(

8)=*2))x FROM INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a)

Type: AND/OR time-based blind
Title: MySQL == 5.0.12 AND time-based blind (SELECT)
Payload: ss_id=1 AND (SELECT * FROM (SELECT(SLEEP(5)))Fa0Ss)

Type: UNION query
Title: Generic UNION query (NULL) - 4 columns
Payload: ss_id=-8835 UNIOM ALL SELECT NULL,NULL,MULL,CONCAT(@x717a767871,8x794968747043676750544e6e73594a4342726ebedbdabab26a47




Threat Modeling - What is it?

A way to analyze and communicate security
related problems

This is @ much larger topic than we have time for

... but I'll give you the basics



Threat Modeling - Why do this?

To explain to management
To explain to customers
To explain to developers, architects, etc.

With the tools | just showed you, you now have
the basics to be able to build a model
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Threat Modeling:
Communicating it...
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Threat Modeling

Step 1: Enumerate

Product functionality

Technologies used

Processes

Listening ports

Process to port mappings

Users processes that running

3" party applications / installations



Threat Modeling

Step 2: Data flow with boundaries

Sample LEVEL O threat disgram for Enzo Cloud Backup

O E S S S O O S T ] O S S T S e e s s P e o e o e e e e e e e e e e e e e e o e e e e = = =

/.~ '_“\,

|
|

|

|

I { o

I |a._||: ge-" |"‘
|

|

|

|

|

Human User

Source: http://geekswithblogs.net/hroggero/archive/2014/12/18/microsoft-azure-and-threat-modeling-you-apps.aspx



MS Threat Risk Modeling Tool Demo

@ bl R DR DXE o0 @QaQ

Diagram 1 >

5[13U335

salpadolg

essages - 4 issues found o x

Description Severity Diagram Ignare
Data flow between external interactors "Web Application” and "Browser" should be avoided, Warning Diagram 1 ]
External interactor should communicate over trust boundary, Warning Diagram 1 ]
External interactor should communicate over trust boundary, Warning Diagram 1 ]
The entities in the diagram should form a connected graph., Warning Diagram 1 ]

Messages - 4 issues found | Motes - no entries



Threat Modeling

¢ Validation Messages:

. Warning: Data flow between external interactors "Web Application” and "Browser” should be avoided.
. Warning: External interactor should communicate over trust boundary.

. Warning: External interactor should communicate over trust boundary.

. Warning: The entities in the diagram should form a connected graph.

Diagram 1 Diagram Summary:

Not Started

Not Applicable

MNeeds Investigation
Mitigation Implemanted O
Total 93

Total Migrated 0

Interaction: Authentication Data

Web Server

Authent[catio




Threat Modeling

Can be done at various stages of the SDLC

o ——

Incident
response

Security 5 Secure Security Secure
; e secure - — Ry
requirements coding testing -rJle[.-l,-rnFnt

design

-_— o

Risk E:Ir:t-iﬂl'l:’ Threat |Code . Vulnerability

Rizk ey
W modeling beview management
Threat review, TVOOCINE_ ssessment

; PR
modeling ':#:j’;b | Threat | Penetration

=:t | H"H:ld'Elll"IE r.EE-tiI'IE

e o . .

anakysis

Trainimng & owWareness
Palicy / Compliance

Governance (Strateqgy , Metrics)

Source: http://www.slideshare.net/starbuck3000/threat-modeling-web-application-a-case-study



Other really good tools

nmap
netstat
nslookup

PS
browser dev tools



All these tools, help to answer the question

Is your application secure?



Where to go next?



SECLISTS.

map Security
canner

Intro

Ref Guide
Install Guide
Download

Changelog
Book

Docs

ecurity Lists
Nmap Announce
Nmap Dev
Bugtrag
Full Disclosure
Pen Test
Basics

Full disclosure

DE%@ Full Disclosure Mailing List

:}Currﬂ-nt Month QRSS Feed ﬂ:‘thnut List “:11] Lists

A public, vendor-neutral forum for detailed discussion of vulnerabilities and exploitation technigues, as well as
tools, papers, news, and events of interest to the community. The relaxed atmosphere of this quirky list provides
some comic relief and certain industry gossip. More importantly, fresh vulnerabilities sometimes hit this list man
hours or days before they pass through the Bugtraq moderation queue.

SecSearch

List Archives

Jan Feb Mar ! May Jum
2016 100 128 o7

2015 134 ( 165
2014 194 27 434



Read!

Schneier on Security

Blog Newsletter Books Essays News Speaking Crypto About Me

Crypto-Gram Newsletter

: PRY i : ; Powered by DuckDuckGi
Crypto-Gram is a free monthly e-mail digest of posts from Bruce Schneier's Schneier on Security onkaekssnt e EO
blog.

blog = newsletter @whole site

Subscribe or Unsubscribe

Translations ‘:’ @ ‘:‘ .

Other Formats

Privacy Statement

About Bruce Schneler

n
4 s
: ,

Recent Issues

April 15, 2016

In this issue:

o Lawful Hacking and Continuing Vulnerabilities




OWASP Testing Guide




If you're good at something, .
never do it for free.



Bug bounties

I1aCker0ne About Product = Resources Pricing Contact Directory

Bug Bounty Programs

Blog

The most exhaustive list of known Bug Bounty Programs on the internet. Powered by the HackerOne Directory.

)

ABN AMRO

Reporting weaknesses in our IT systems We work hard every day to maintain and improve
our systems and processes so that our customers can bank safely online at all times.
However, should you find a weakness in one of our IT systems, we would apprecia...

Algolia

Algolia is committed to working with security experts across the globe to stay up to date
with the latest security technigues. If you have discovered a security issue that you believe
we should know about, we'd welcome working with you. Please let us...

Android

Android Security Rewards Program Rules We're launching Android Security Rewards to
help reward the contributions of security researchers who invest their time and effort in




To conclude...



Be aware and prepare yourself for the worst.

Coming up with a plan is important

Understanding vectors is important



Thanks!
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